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What is Gluon

A modular firmware framework for mesh networks
Based on OpenWrt
First release: v2014.1 in March 2014
Popular in Freifunk communities
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Main Features

Integrates mesh routing protocols:
▶ batman-adv
▶ Babel + l3roamd (IPv6 only)

Integrates VPN protocols:
▶ fastd
▶ tunneldigger L2TP
▶ Wireguard

respondd for statistics
▶ leightweight, JSON in UDP

Autoupdater

More details: See our previous presentation at WBMv10
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What’s new since WBMv10



Numbers

#Nodes At Freifunk: 44k (2017: 35k)
Releases since 2017 (since 2014/total): 36 (59)
Git commits v2017.1..v2022.1 (since 2014/total): 2214 (5211)
#Supported devices in v2022.1: 174 (v2017.1: 100, v2021.1: 189)
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OpenWrt Base Updates

Gluon v2017.1→ LEDE 17.01
Gluon v2020.1→ OpenWrt 19.07
Gluon v2022.1→ OpenWrt 22.03

▶ swconfig→ DSA
▶ ar71xx→ ath79

⇒ retesting all devices
▶ 4MB flash or 32MB RAM devices removed
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New VPN Protocol Support

tunneldigger L2TP (v2017.1)
▶ kernelspace, unencrypted, unauthenticated
▶ over IPv4 only

fastd L2TP (v2022.1)
▶ kernelspace, unencrypted
▶ setup authenticated by fastd, reuses existing key infrastructure

Wireguard (v2022.1)
▶ kernelspace, encrypted, authenticated
▶ more header overhead (VXLAN)
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New Mesh Protocols

Babel + l3roamd – experimental, IPv6 only (v2018.2)

▶ more testers welcome

BATMAN V – experimental/partial (2017.1.2)
(upcoming: OLSRv2 - first PR thanks to FunkFeuer Graz)
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Directed Multicast (v2021.1)

Unicast Broadcast Multicast
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Directed Multicast (v2021.1)

batman-adv learns multicast listeners
via IGMP/MLD snooping (through the Linux bridge)
applied to IPv6 link-local multicast in Gluon
(routeable multicast: PR available, excluding multicast router support)
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Directed Multicast (v2021.1)

If #listener-nodes = 0:
▶ Drop
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Directed Multicast (v2021.1)

Else if #listener-nodes <= 16:
▶ Unicast transmission(s)
→ (typ.) higher datarate, ARQ (retries)
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Directed Multicast (v2021.1)

Else, #listener-nodes > 16:
▶ Broadcast fallback (ICMPv6) or filtered (by ebtables)
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Directed Multicast (v2021.1)

Advantages:

Less ICMPv6 Neighbor Discovery overhead:

▶ Duplicate Address Detection: typ. 0 listeners
▶ Neighbor Solicitation: typ. 1 listener

relaxed firewall rules for IPv6 link-local multicast
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Directed Multicast (v2021.1)

Example application: Syncthing

Synchronizes folders
Uses Bittorrent protocol for syncing
Available on: Mac OS X, Windows,
Linux, FreeBSD, Solaris, OpenBSD,
Android
Has local peer discovery feature

▶ Multicast address (default):
ff12::8384

CC BY 4.0, Wikipedia
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Further Filtering & Separations

gluon-ebtables-limit-arp (v2018.1)
gluon-ebtables-source-filter (v2017.1)
VXLAN on wired-mesh (v2018.1)
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Multi-Domain support (v2018.1)

Eased community (broadcast domain) splitting
Typical per domain settings:

▶ mesh-id
▶ domain_seed→ used for vxlan-id
▶ prefix4/prefix6
▶ mesh-vpn gateways
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gluon-scheduled-domain-switcher (v2019.1)

Allows switching domain at specific time
Useful for otherwise incompatible migrations
Examples:

▶ IBSS⇒ 11s (w/o forwarding)
▶ batman-adv compat14 (batman-adv <= v2013.4)⇒ compat15 (>= 2014.1)

both IBSS and compat14 removed in Gluon v2020.1

▶ BATMAN IV⇔ BATMAN V
▶ WLAN channel
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WLAN encryption (v2020.2)

WPA3

▶ SAE (Simultaneous Authentication of Equals) on private-wifi
▶ OWE (Opportunistic Wireless Encryption) on client-wifi
▶ Management Frame Protection

SAE on mesh

▶ part of 802.11s standard
▶ shared secret, unsuitable for public mesh networks
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CVE-2022-24884



Psychic Paper

Bug in ECDSA signature validation for
autoupdater (ecdsautils)
Very similar to Java’s recent
CVE-2022-21449, published: 19 April
Accepts 000...0 as valid signature
Technical details:
https://neilmad-
den.blog/2022/04/19/psychic-
signatures-in-java/

© neilmadden.blog
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Psychic Paper

Example:
https://git.chaotikum.org/freifunk-luebeck/site-ffhl/-/blob/master/site.conf
https://firmware.luebeck.freifunk.net/0.14.2/images/sysupgrade/
vs.:
https://firmware.luebeck.freifunk.net/0.15.2/images/sysupgrade/

19 25



Timeline

Discovery: 20 April, by Matthias Schiffer (NeoRaider)
Fix: 20 April, by NeoRaider
Pre-announcement: 2 May
Publication + Gluon release(s): 5 May
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Gluon Census

https://github.com/freifunk-gluon/census-exporter
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Thx, Questions?

https://github.com/freifunk-gluon/gluon
Matrix: #gluon:hackint.org
IRC: #gluon on hackint.org
Mailinglist: gluon@luebeck.freifunk.net

License: – CC-BY-SA-4.0, unless noted otherwise
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